Job Title		Information Security Team Lead  
Department		Technology Operations 	
Location		Hybrid – Manchester/Home 
Reporting Line		Head of Information Security
Direct Reports		2

Job Purpose 
Our Information Security team help maintain the availability, confidentiality, and integrity of BPP’s data and systems. As the Governance, Risk, and Compliance Lead you will be responsible for managing the day-to-day global operations of the GRC team, ensuring that security policies and procedures are implemented consistently across the Group. 
Key Responsibilities 
· Work closely with the Head of Information Security to ensure the efficient running of BPP’s governance framework. 
· Input into BPP’s GRC roadmap and ensure that the team are completing tasks in line with the defined roadmaps.
· Develop, implement, and maintain relevant compliance frameworks across the Group.
· Line manager responsibilities for the global team, ensuring tasks are completed within agreed timeframes.
· Act as an escalation path for any concerns from other members of the team.
· Producing monthly reporting on the performance of the team for the Head of Information Security.
· Ensure compliance with BPP policies and procedures, identifying opportunities for enhancements and driving change. 
· Conduct third- and fourth-party supplier due diligence in line with BPP’s process. 
· Working in collaboration with stakeholders across the business to ensure security controls are implemented in line with BPP policies. 
· Work in collaboration with the Security Operations team on incident management, being the SME from a GRC perspective. 
· Own and develop GRC training programs across the Group. 
· Identify, assesses, and manage information security risks in line with the defined process. 
· Working with key business units to embed a security-aware culture.
· Lead and/or support internal and external audits in line with the schedule, owning remediation plan activities. 
· Ensure supporting GRC documentation is up-to-date and relevant.
· Remain up to date with industry best practise, new technologies and emerging threats. 

Skills 
· Effective verbal and written communication skills, with the ability to collaborate with cross-functional teams with varying technical ability. 
· Experience working and implementing global security frameworks and compliance standards in the UK, Canada, and Australia, including ISO27001, Cyber Essentials Plus, NIST, SOC Type 2, Cyber Secure and PCI-DSS. 
· Experience leading a team, preferably on a global scale. 
· Analytical thinking.
· Strong problem-solving skills. 
· Takes ownership of own development by ensuring that skills are kept up to date, in line with industry changes.
· Knowledge of incident response management. 
· Risk management methodologies. 
· Ability to drive change.
· Experience of Microsoft Security and Compliance toolkits, Tenable.io would be an advantage.
