Job Title		Security Operation Analyst    
Department		Technology Operations 	
Location		Hybrid  - 1-2 days in the office a week (Manchester)
Reporting Line		Security Operations Team Lead 

Job Purpose 
Our Information Security team help maintain the availability, confidentiality, and integrity of BPP’s data and systems. As the Security Operations Analyst, you will support the day-to-day operations of the department, while also collaborating with colleagues across the business to ensure that BPP’s security standards are being implemented consistently across the Group. 
Key Responsibilities 
· Conduct pro active threat hunting on key systems in line with MITRE ATT&CK framework. 
· Providing guidance on information security issues raised by colleagues.
· Detect, investigate, and respond to incidents and events, including leading on root cause analysis. 
· Working in partnership with our SOC partner to ensure incidents are responded to within SLA. 
· Conducting risk assessments in line with BPP’s Information Security Risk Management framework.
· Executing vulnerability assessments using internal tooling, ensuring vulnerabilities are remediated in line with BPP’s SLA’s. 
· Creating and updating security documentation. 
· Working in collaboration with technical teams to ensure security controls are implemented in line with best practise. 
· Remain up to date with industry best practise, new technologies and emerging threats. 
Skills 
· Knowledge of the MITRE ATT&CK framework. 
· Experience of EDR, SIEM, and SOAR tools, with experience of Google Analytics and Sentinel One being an advantage.
· Understanding of vulnerability management tooling, with experience of Tenable One and Wiz being an advantage. 
· Experience of Microsoft Security and Compliance toolkits, Tenable.io would be an advantage.
· Understanding of cloud security concepts, including AWS and Azure. 
· Analytical thinking.
· Strong problem-solving skills. 
· Takes ownership of own development by ensuring that skills are kept up to date, in line with industry changes.
· Effective verbal and written communication skills, with the ability to collaborate with cross-functional teams with varying technical ability. 
· Experience working with security frameworks and compliance standards, including ISO27001, Cyber Essentials Plus, NIST and PCI-DSS. 
· 


